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Space Attack Surface Overview 

  





Attacks – Terrestrial Assets 



Ground Stations 

• Phishing attacks against employees 

• Access to workstations controlling satellites 

 

• Physical and network attacks: 

• March 2011: The theft of an unencrypted NASA 
notebook computer resulted in the loss of the 
algorithms used to command and control the 
International Space Station 

 

• By far the easiest way to attack space-based assets 
 

 



Attacks – DoS, Eavesdrop, Hijack, Spoof & Remote Control 



Denial of Service (jamming) 

 
• Preventing or degrading satellite services   

• Requirements: 

• Directed antenna  

• Target frequency knowledge 

• Appropriate transmit power level 

• Potential targets: 

• Satellite receiving an uplink 

• Ground station 

• User terminal receiving a downlink 

• Jamming the uplink requires more skill and power 
but the disruption can be significantly greater  

• “Smart” jamming could involve attacks against 
software-based radio technologies 

 



Real-world jamming attacks 

 



Eavesdrop (interception) 

 
• Intercepting data communicated via satellite 

 

• Attacks only require low cost COTS products: 

• Unauthorised satellite television viewing 

• Intercept satellite telephone conversations  

• Intercept Internet traffic  

• Unauthorised satellite imagery viewing  

 

• Data is often not even encrypted 

• Encrypting satellite signals can cause 
performance degradation 

 

 

 



Real-world Eavesdrop attacks 

 



Hijack (re-purpose) 

 
• Unauthorised use of a satellite to transmit the 

attacker’s signal, potentially manipulating legitimate 
traffic. 

 

• COTS products used for eavesdropping attacks can 
also potentially be used for hijacking.  

 

• Similar types of attack in the enterprise world: 

• Wi-Fi theft  

• Web page defacement 

• DNS cache poisoning 

 

 



Real-world Hijack attacks 



Spoofing – e.g. GPS 

 
• Virtual Teleportation 

• Spoof location – subtly or to extremes 

 

• Virtual Time Machine 

• Spoof date and time 

• Y2038 bug: 03:14:07 UTC on Tuesday, 19 January 2038 

 

• Intelligent Jamming 

• Malformed ephemeris/almanac data 

• DoS attacks 

 

 



Real-world Spoofing attacks 



Control (manipulate) 

• Take control of the satellite to manipulate its 
systems, orientation or orbit 

 

• To control a satellite the attacker must breach 
the TT&C (Tracking, Telemetry and Control) 
links 

 

• Requires significant knowledge / skill level to 
achieve  

 

 

 



Real-world Control attacks 

 



The use of Commercial Off-The-Shelf (COTS) products 



Why COTS products? 

 
• Primarily cost - “I worked on a couple of what NASA considered small satellites 

costing 10–200 million dollars. They’re not necessarily physically small, but they’re 
small in cost because normal satellites cost half a billion or billions of dollars.” - 
Will Marshall, CEO Planet Labs 

 

• COTS devices are attractive due to their relatively low power consumption and 
high processing performance 

 

• Plenty of available knowledge and expertise around the use of COTS products 
for systems development  

 

• Trade-off: Cost vs Reliability – depends on mission – fault tolerance through use 
of redundant components  

 

 

 



Brief history of COTS in space 

 
• 1970s: A group of highly-skilled aerospace researchers working at the University 

of Surrey, decided to experiment by creating a satellite using COTS components 

• 1980s: The University of Surrey launched UoSat-1 in 1981 with the help of NASA 
and the mission was a great success, outliving its planned three year life by more 
than five years. 

• 1990s: California Polytechnic State University (Cal Poly) and Stanford University 
developed the CubeSat specifications 

• 2000s: 386-based on-board computers running QNX used on the University of 
Surrey’s UoSat-12 

• 2010s: “We’re seeing a lot of electronics – imaging technologies, radio 
technologies, navigation and GPS receivers, and other things we take for granted 
in our cellphones – moving into space designs.” - Aaron Q. Rogers, Johns Hopkins 
University Applied Physics Lab 

 

 

 

 



Automotive cyber security comparisons 

 
• Automotive COTS components now being used in satellites 

 

• Operating Systems such as QNX and Linux used for both 
applications 

 

• CAN Bus technology used in satellites 

 

• Attacker skillset well established in many technology areas already 
implemented in automotive 

 

 

 

 



COTS Operating Systems in space 

 
• In the 2018 CVE “Top 50”, Ubuntu Linux is number 3 (with only 

Android and Debian Linux higher) 

 

• With the rise of IoT attackers are looking for more interesting targets 
– embedded systems 

 

• Embedded systems mind-set: Security through obscurity 

 

• Increased risk of malware on-board satellites – incident response 
significantly more tricky! 

 

 

 

 



Supply Chain 



Supply chain attacks 

• Attacker Tools and Techniques 

• Chip-Off 

• Leaked Software/Tools/Schematics/Data 

• Third Party Tools 

• Open Source Research 

• Jailbreaking Community 

• Stolen Network Access 

• Vulnerabilities and Exploits 

• Common Components 

 



Risk Reduction 



SDL: Secure Development Lifecycle 

Secure Design  

Review / Advice 

Threat Modelling 

Risk Assessment 

Penetration Testing 

& Code review 

Incident Response  

Planning 

1. Consider security in the design 

 

2. Understand what needs to be protected 

 

3. Model potential threats and risk assess 

 

4. Ensure appropriate countermeasures 

 

5. Don’t try to re-invent the wheel 

 

6. Post implementation assessment 

 

7. Plan for security incidents in the future 

 

Training at all stages 

 

Technical and  

Management Training 



Threat Modelling 

 
• Identify threats to a design 

 

• Examine interfaces and trust boundaries 

 

• Understand associated risks 

 

• Prioritise risks 

 

• Inform security test plans 

 

NCC Group Automotive Threat Modelling Template 



Reducing the risks - summary  

 
• An awareness of the risks needs to be raised with the right stakeholders 

 

• Satellite cyber security standards need to be developed with input from experts 

 

• Satellite manufacturers and their whole supply chain need to develop-in security from 
day one (Secure Development Lifecycle) – bolt-on solutions are never as effective 
and often very costly 

 

• Satellite technology must be independently security assessed to ensure that 
vulnerabilities haven’t been introduced during development or integration 

 



Questions? 

 Europe 

• Manchester  - Head Office 

• Amsterdam 

• Basingstoke 

• Cambridge 

• Cheltenham   

• Copenhagen 

• Edinburgh  

• Glasgow 

• Leatherhead  

• Leeds 

• London 

• Luxembourg 

 

North America 

• Atlanta 

• Austin 

• Boston 

• Chicago 

• New York 

• San Francisco 

• Seattle 

• Sunnyvale 

Canada 

• Waterloo 

+44 (0)161 209 5200 

TransportSecurity@nccgroup.trust 

www.nccgroup.trust/transport 

 

• Madrid 

• Malmö 

• Milton Keynes 

• Munich 

• Vilnius 

• Wetherby 

• Zurich 

Australia 

• Sydney 

 

A global practice offering the full range of Cyber  

Security and Assurance services to the Transport industry  
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